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— Introduction

— Advances in IT Technology

- Enabling Technology

—  The origin of Ubiquitous Computing

- Mark Weiser, Xerox Parc

—  Smart devices

— Development and important persons

- Internet of Things (loT)

—  Artificial Intelligence (Al)

- Blockchain (BC)

— Use Cases / Example Applications of loT, AloT, BloT
— Critical Summary and Outlook

— Northern Germany: Research and Development, Cooperation

Disclaimer: This presentation makes no claim to completeness.
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. Enabling Technology /o NEXT

Moore's Law
(early version)
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Ref.: http://www.intel.com/research/silicon/mooreslaw.htm
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(" Ubicomp DNExT

“Prediction is very difficult, especially about the future”

(?) Niels Bohr (1885-1962)
Predictions

“l think there is a world market for
maybe five computers”

Thomas Watson, CEO IBM, 1943

Early Reality (2010)
"Picture a day when a billion people will o
interact with a million e-businesses via a -
trillion interconnected, intelligent devices" §§;

Louis V. Gerstner Jr., CEO IBM, 2005

1940 1950 1960 1970 1980 1980 2000 2010
machines sold per year
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- Ubicomp /o NEXT

Intel:
Compute moves to zero

Intel Process Technology

Angstrom era
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Ref.: Brian David Johnson, Intel, 2012
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Exactly 40 Years ago:
A big step for mankind?

B e
The computer is named Time’s person of the year. CIUTVIL

The Computer Moves In

TIME MAGAZINE

1982
MACHINE OF THE YEAR
THE COMPUTER

Comparison:

1982: 621,000 home computers in the U.S.
40 years later:

2021: 621,000 computers sold in the U.S. every 3 days. T Magasine
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Ubiquitous Computing: The Roots ’65?("'

The idea of ubiquitous computing as invisible computation was first articulated by
Mark Weiser in 1988 at the Computer Science Lab at Xerox PARC.

Xerox PARC:

Mark Weiser "Palo Alto Research Center" pach
i (now "Palo Alto Research Center Incorporated") . "

July 23, 1952 - April 27, 1999 http://www.parc.xerox.com/

"Ubiquitous computing names the third wave in computing, just now
beginning. First were mainframes, each shared by lots of people. Now
we are in the personal computing era, person and machine staring
uneasily at each other across the desktop. Next comes ubiquitous
computing, or the age of calm technology, when technology recedes into

the background of our lives. ==) Calm Technoloqy

"Ubiquitous Computing is fundamentally characterized by the .
. . . . T ef.:
connection of things in the world with computation http://www.ubig.com/hypertext/weiser/weiserhtml
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Scientific American Ubicomp Paper [SulaNil3s
AMERICAN com

Mark Weiser:
The Computer for the 21st Century,
Sci. Amer., 265 (3), 94-104, September 1991

"The most profound technologies are those that
disappear. They weave themselves into the fabric of
everyday life until they are indistinguishable from it."”

Mark Weiser, March 23, 1993

"Ubiquitous computing is the method of enhancing
computer use by making many computers available
throughout the physical environment, but making them

effectively invisible to the user." Ubiquitous Computing:
Virtual Reality vs. Embodied Virtuality
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f Mark Weiser and Big Data

SCIENTIFIC
AMERICAN com

Mark Weiser:
The Computer for the 21st Century

"Most important, ubiquitous computers will help overcome the
problem of information overload.

There is more information available at our fingertips during a walk in
the woods than in any computer system, yet people find a walk
among trees relaxing and computers frustrating. Machines that fit the
human environment, instead of forcing humans to enter theirs, will
make using a computer as refreshing as taking a walk in the woods."

—=> We will come back to this.
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'{ Trends in Computing: persons involved and new paradigms

Nicholas Negroponte, 1995 "Things that think want to link”
MIT Media Labs “Things That Think also includes Things That Link”
This is the doctrine on which pervasive computing is based!
David Culler, 1999 “New eras of computing start when the previous era is so strong it is
University of California Berkeley hard to imagine that things could be different”
Neil Gershenfeld, 1999 "When things start to think”
MIT's Media Lab., Things That Think | Hardware-architecture definition of “Smart Devices”
consortium. BILL of Things' rights (Things have right to):

Have an identity, Access other objects
Detect the nature of their environment.

Adam Greenfield, 2006 “Everyware”

ms) Smart devices ====) The Internet of Things
(not related to Al)

Smart device: b

A physical object with an embedded processor, memory, sensors and/or Negrop(;/nte Culle! O % Gergheﬁfdd Greenfield
. IO/ 4 v

actuators, and a network connection.

Ref. Photo Negroponte: Spiegel.de; Photo Culler, Gershenfeld, Greenfield: wikimedia.org
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'/ Smart Devices and basic technologies: Early entries (1999+) /0 NE
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Ref. http //news bbc.co. uk/1/h|/SC|/tech/276762 stm Ref.: http://www-ccs.cs.umass.edu/~shri/iPic.html Ref.: http://particle.teco.edu/, http://www.smart-its.org/

==p European initiative “The Disappearing Computer”

Micro-Electro- Mee 1anical Systems (MEMS)

Ref.: http://www.mems-exchange.org/
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http://fancyrobot.typepad.com/photos/uncategorized/scary_verichip_thing_1.jpg
http://news.bbc.co.uk/2/hi/science/nature/276762.stm
http://www-ccs.cs.umass.edu/~shri/iPic.html
http://particle.teco.edu/
http://www.smart-its.org/

f New computing concept: Motes, Smart Dust, Sensor Networks ( NEXT
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f Typical sensor network arrangement
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Ref.: adopted from
Kazem Sohraby, Daniel Minoli, Taieb Znati.
"Wireless sensor networks", 2007
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. Transformation to loT Cloud KONEXT
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Picture Ref.: Plxabay
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- The Internet of Things - loT /o NEX

Federation
I REBES S

Future Computing — Today
Innovation Terminology

e Post-PCEra

e Dissappearing Computer

e Ubiquitous Computing (UbiComp)

e Pervasive Computing

e Nomadic Computing

e Proactive Computing

e Mobile Computing

e Wearables

e Ambient Intelligence (Aml)

e Embedded Systems

e Wireless (Sensor/Actuator) Networks
e Physical Computing

e Tangible Media

e Cyber-Physical Systems (CPS)

e Smart Dust, Smart Devices, Smart Appliances
e Cloud Computing

e BigData

e Industry 4.0
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Development of the Internet of Things (loT) NEX

Federation

o
1988 1999 2009 < ) =

Mark Weiser Kevin Ashton (at P&G) Cisco " ) L

Xerox PARC coins "Internet of Things" 1oT officially adopted i | s 3.

“UbiComp” " el || ™ l.r Ny
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1993 y
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Arduino Raspberry PI —
Hardware

1990 —
John Romkey
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Carnegie Mellon
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Toaster
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2014
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g
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Ref.: Mark Weiser photo: https://alchetron.com/Mark-Weiser; Kevin Ashton photo: Larry D. Moore, CC BY-SA 4.0, Wikimedia Commons;

1990

John Romkey photo: romkey.com

2000
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https://alchetron.com/Mark-Weiser
https://creativecommons.org/licenses/by-sa/4.0/deed.en
https://romkey.com/
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f Electronic Devices — global development * /o NEXT

60,0
An explosion of connectivity
50,1
50,0
Industrial and emerging "things"
capture a larger share of loT market 42
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20,0 . . q

loT primarily comprised of computers, 14
mobile phones and tablet devices
10,0
0,0
0,0 L
1985 1990 1995 2000 2005 2010 2015 2020 2025
Year

Ref.: IHS, Forbes

* including projected data
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. Internet of Things (1oT) and non-loT smart (consumer) appliances (/N NEXT

Federation

active device connections worldwide from 2010 to 2025 (in billions)

Mol H Non-loT

Active connections in billions

2010 2011 2012 2013 2014 2015 2016 2017 2018 2019 2020* 2021* 2022* 2023* 2024* 2025*

Description: The total installed base of Internet of Things (IoT) connected devices worldwide is projected to amount to 30.9 billion units by 2025, a sharp jump from the 13.8 billion units that are expected in 2021. Read more

-
Note(s): Worldwide; 2015 to 2019; * Estimate. According to the source, non-loT includes mobile phones, tablets, PCs, laptops, and fixed line phones. loT includes all B2B and consumer devices connected. Read more Sta t I sta ' .
Source(s): loT Analytics
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a Typical 1oT Architecture (current status)
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different view
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e Typical 1oT Architecture (current status)
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Edge-Devices:

= energy efficient
supporting Al/ML/DL
low latency

green technology
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f Potential Economic Impact of Sized loT Applications

Health care
41%

Manufacturing
33%

Projected market of loT by 2025

Case Study
>

Ref.: Ala Al-Fugaha et al., Internet of Things: A Survey on Enabling Technologies, Protocols, and Applications
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f Case Study: loT — BAN/BSN

e-AR Sensor _—

(ear-worn activity)

Blood Pressure

Body Temperature 2

EMG /

Pulse Oximeter

Accelerometer
Gyroscope

EEG

ECG

——— Pacemaker

Glucose/Diabetes
Lactate
Sensor

e.g. minimally invasive biosensosr for
continuous tissue monitoring

M-Needle process

Edge
Gateway
Nodes

/7

()12

\

Medical Server

Sensor nodes:
« e-AR (ear-worn Activity Recognition)

sensor (for capturing the posture, gait
and activity of the patient)

*  Wound healing sensor

(for monitoring the progress of
healing for burn patients)

Blood pressure sensor
(for measuring the blood pressure for
patients with hypertension)

EMG (electromyography) sensor
(for capturing the muscle activities of
orthopaedic patients)

Blood glucose sensor
(for measuring the glucose level of
diabetic patients)

Heart rate sensor
(for detecting abnormal heart
conditions of cardiac patients).
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'{ Case Study: loT and Telemedicine for anesthesia practices * /o NEXT

Medical Internet of Things (mloT)
From remote monitoring to smart hospital Cloud

MioT cloud-based network for anesthesia on-line monitoring
Application:
Continuous Monitoring in Anesthesia -

s Secure data storage and
N remote visualization
F.eal-‘nme Raspberry Pi - @

. &3 . ) A D

Jl Arduino UNO e Laptop Mobile

L

i

I—I—I

ECG Sensor ] DOA TDM

Bispectral index (BIS) Depth of Anesthesia Therapeutic Drug Monitoring

d
;

ﬁl";;.
"53:-\

47’

Simultaneously monitoring
different physiological parameters

Blood pressure and heart rate,
Drug Concentration Monitoring
(control level of sedation)

Block Diagram: based on proposal for distant ECG monitoring loT architecture by P. Singh and A. Jasuja, loT Based Low-Cost Distant Patient ECG Monitoring System,

2017 International Conference on Computing, Communication and Automation (ICCCA)
* Ref.: Nadia Tamburrano, l1oT and Telemedicine for anesthesia practices enabled by an Android application with cloud integration, Master Thesis, Polytechnic of Turin, 2018
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'/ Going beyond Internet of Things

Already before and parallel to the development of Ubiquitous Computing
(Ubicomp) and finally the Internet of Things (loT), another very important

innovation has taken place:
The development of

PD1001I01010
PD1011011011
1111111011
DO000101111
1010101010
1101100100
PD110111001
111TI0T011(
0010101021
01101101171
1111101104
0010111110
1010101001
0110010001

1011100101
111101011X
001010101

0110110112 Artificial Intelligence

11111013101

Picture Ref.: PIxabay
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Thinking about Mark Weiser’s dream

Some remarks of Stephen Hawking:

“The development of full artificial intelligence could spell the end of the human race ... It
would take off on its own, and re-design itself at an ever-increasing rate. Humans, who are

limited by slow biological evolution, couldn’t compete and would be superseded.”
From an interview with the BBC, December 2014

Al will be 'either best or worst thing' for humanity.

The Guardian, October 2016

Ref.:
Stern.de
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1930
Kurt Goedel
Predicate Logic

erceptron

1943
McCulloch &
Pitts Neurons
(simple NN)

Turing Test

John McCarthy
coins ,,Al“

1956
1st Al Conference
Dartsmouth College
Marvin Minsky
John McCarthy
Claude Shannon
Nathaniel Rochester

1958
Frank Rosenblatt
»Perceptron”
1st one-layer
neuron

1950

Ha

Y |

f Development of Artificial Intelligence (Al)

rdware

1966

Weizenbaum

Eliza

1974-1980
1st Al Winter

1987-1993
2nd Al Winter

Yann LeCun
1st CNN

A/ |

NEXT

Federation

1

2009
Start of l1oT Era

loT

2006
Geoffrey Hinton
1st DNN

2011
Apple Siri
IBM Watson

>2012
Deepl/DeepRLEra

2015
AlphaGo

| A 4 |

1930

1940

1950 1960

1970

1980

1990

2000 2010 2020

Ref.: Goedel-Wikipedia.org, Turing-National Portrait Gallery, John McCarthy-The Franklin Institute, Minsky-Royal Society of Chemistry, Weizenbaum-MIT,
Yann LeCun-TED.com, Geoffrey Hinton-acm.org
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'/ Hierarchies of Artificial Intelligence

Artificial Intelligence

Machine Learning

Deep Learnin
Big\Data P s

Remote
Sensing \

Computing
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'/ Two worlds united, two have waited for each other.

A co-evolution and perfect symbiosis: the combination of loT and Al

- Result: The Artificial Intelligence of Things: \
AloT ‘\

Why symbiosis? //( \ >
Al needs loT:

an important prerequisite for Al (and its subsection Machine Learning) is the availability of (big) data.
Big data has applications in every business: industry, manufacturing, agriculture, healthcare,
government, financial services. Data is the Lifeblood of Al.

but also:

loT needs Al:

The Internet of Things started with few sensor nodes, but comprises nowadays a very high number of
connected and collaborating multimodal (smart) elements. A manual analysis is not possible anymore,

loT needs cloud services to work efficiently. Al is the ideal partner technology for a comprehensive
system evaluation. Data-driven decision making.

Picture Ref.: PIxabay
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'/ Case Study - Application Example: / NEX

I RABESR

Internet of Things and Artificial Neural Network (ANN)

Volkswagen Neural Networks (Cooperation Volkswagen-Stanford University)

INPUT ARTIFICIAL
BY NEURON
SENSORS PROCESSING

‘Q‘ DRIVE

CAREFULLY!

HIDDEN HIDDEN OUTPUT
LAYER 1 LAYER 2 LAYER

loT Sensor Input Artificial Intelligence AloT Output
(weather data) (data processing) (driver information)

Application Area: Development of autonomous and assisted driving, in this case especially the detection of slippery roads.
Ref.: https://www.volkswagenag.com
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f loT and Al: Frameworks for Al application / NEX

EERIGEES

Many (open-source) frameworks and libraries available for
Al Machine Learning and Deep Learning are based on Python. A pgthOﬂ

— TensorFlow (Google Brain)

— PyTorch (Facebook Al)

— Keras f

— Orange3 (originally C++) B

— NumPy - Numerical Python Tensorflow
— SciPy

— Scikit- based i .
_i:In:aI;eam( ased on SciPy) O PyTor.Ch

— Matplotlib

— Theano (MILA, University of Montreal)
— Spark MLIlib (Apache)

— MXNet

— NLTK - Natural Language ToolKit

— NeurolLab

— ffnet (feedforward neural network)

— Lasagne

— pyrenn (recurrent neural network)
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(1124

~ Fraunhofer

IMS
AIfES - Artificial Intelligence for Embedded Systems
Embedded Al — Artificial Intelligence for microcontrollers and embedded systems

AIfES comprises a platform-independent machine learning library implementing a fully configurable
Feedforward Neural Network (FNN).

The artificial neuronal network in AIfES:
AIfES includes a Feedforward Neural Network (FNN), which is configurable in almost all parameters and also
allows deep network structures. The network structure can be individually adapted to the actual technical task.

X0 W0 ‘,
Features: 2 S
— Number of inputs and outputs are freely definable e
— Number of hidden-layer and neurons per layer are configurable - ¢ wilbowy s f(z wlxj+b)
— Different activation-functions with additional parameters ———> Jwx+b 'O
— Prepared to import already trained FNNs from other ML frameworks % /' activation

~

y ~-_--" function
Legal issues for using AIfES :

— Free of charge: Private projects or developers of Free Open Source Software (FOSS) under the GNU Affero General Public License (AGPL) version 3.
— Commercial without distribution under GNU AGPL V3: license agreement required with Fraunhofer IMS

Ref.: https://www.ims.fraunhofer.de/en.html
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\

~ Fraunhofer

IMS

AIfES - Artificial Intelligence for Embedded Systems

Selected platforms and microcontrollers supported by AIfES :

— Windows (DLL)

— Raspberry Pi with Raspbian

— Arduino UNO

— Arduino Nano 33 BLE Sense

— Arduino Portenta H7

— ATMega32U4

— STM32 F4 Series (ARM Cortex-M4)

Ref.: https://www.ims.fraunhofer.de/en.html
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... in order to prevent

A WORLD WITHOUT BEES WORLD

WITHOUT

TIME Magazine
2013

Ref.: TIME Magazine A World Without Bees, Aug. 19, 2013
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f Case Study loT: loBee /6 NEXT
Beehive health loT application to fight Honey Bee Colony Mortality

IoBee:j

EU Project 2017 to 2020
Funded under Horizon 2020 Framework Programme
https://cordis.europa.eu/project/id/760342

Purpose:
Development of in-hive and in-field monitoring and implementation of satellite imagery and
Spatial Decision Support Systems (SDSS).
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oBed) =

The consortium

The consortium has the complementary business capabilities, commercial networks and research expertise to guarantee a
quick route to market for the technology, driven by: IRIDEON expert in IoT Sensor Applications, Avia-GIS expert in Insect
Spatial Decision Support Systems and Arnia expert in smart beehive systems. These will be supported by TEIC, expert in
Insect Bioacoustics, Pattern Recognition and Acoustic Surveillance, and Bee Life European Beekeeping Coordination.

'

irideon Beel ife

innovation partners

Hellenic Mediterranean University
Greece

European Beekeeping Coordination

ECaonetis

Avia-GIS BVBA — Belgium Canetis — Italy

IRIDEON SL (Coordinator) — Spain

Bee Life European Beekeeping
Spanish-German company

Coordination — Belgium

Ref.: https://io-bee.eu/
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EeRERE S

IoBeea

Purpose: explain why bee populations are crashing.
Two novel superior environmental sensors help fill in the knowledge gaps, monitoring environmental
threats to bees.

1. Sensor placed in beehives: Bee Counter
Beehive sensor installed at the hive entrance counts bees entering and leaving the hive in real time.
Determines mortality rates in the field, and identifies deviations in flight duration and nectar availability.
The sensor can also identify types of bees and hive pests.
One way the sensor does so is via a technique called light extinction, which measures the size of an
insect’s shadow. The sensor also measures light scattering in various colour bands, identifying species by
colouration.

2. Sensor placed in nearby fields:
Optoelectronic sensor counts and identifies insects flying outside the hive (density and diversity of
pollinators in the field). As insects fly through the sensor field, the sensor automatically identifies their
flight pattern and matches it with species in the database. So insects can be efficiently identified without
need for trapping and manual counting.

Together, the sensors monitor environmental changes and provide early warnings of threats.
Ref.: https://io-bee.eu/
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with higher accuracy

Automatically detect the potential
erce of ivashe Species (wasps,

5, Africanized
beees, etc.) that may harm the colany

or bring discawss

Profile bees” bioacoestic fingerprint s normal

(headthy) or abnormal junhealthy) and assess the

Collect, share data and analyze
information of importance, and
skmulate the spread of infectious bee

discases / pests

peotenitial risk of abnormal mortality.

Pronide 2 space-time information
aystem that inegrates data in one
Information environment for

planning and decision

Beehives equipped with loBees
units deployed as mesh networks

loBees gateway O 2

SATELITE

% O 8 Dato transmition

WI-FI, GSM, GPRS y by

Management
software
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. Case Study AloT: BEEWISE (Beehome) /o NEXT
Earth’s first robotic beehive

Automated beekeeping platform based

. . . | BEEWISE
on precision robotics, Al/ML, and loT
) NN
» §\ | \\
‘ i\ﬂt"‘/‘” \§ | \ ks
[ \\\ |

000

1P'EL AVIV UNIVERSITY

ursuing the Unknown

Ref.: partially funded by

European
Commission

Ms. Netaly (Zelcer) Harari, Beewise: Automated Beekeeping, Tel Aviv University, Israel

Nextsummit 2022 — New Development in the IT Industry, © Helmut Dispert



TO BEE OR NOT TO BE. ’()

Earth’s first robotic beehive
Automated beekeeping platform based on loT & Al

BEEWISE

@O@ partially funded by

. AWS Lambda
uropean |
TEL AVIV UNIVERSITY Commission Amazon SageMaker
Pursuing the Unknown
Ref.: Amazon AWS loT Core

Ms. Netaly (Zelcer) Harari, Beewise: Automated Beekeeping, Tel Aviv University, Israel
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https://www.baysics.de/Baum4/trees.html
https://www.portal.baysics.de/wiki/baum40story/
https://www.baysics.de/Baum4/trees.html

S el
(
STELLA m Greater Lyon & partner
(Water department =Sigfox = = =) dashboards/services
supervision system) 0O-MI gateway

¢ Plant/Tree
growth sensors

Cantrollable Unpolluted

i T pump runoff waters

p— —
— — — —

——
—

— — —

- — - ———

Controllable
water valve

Ref.:Jerémy Robert et al., Open loT Ecosystem for Enhanced Interoperability in Smart Cities—Example of Métropole De Lyon, Sensors 2017
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f Further development after loT and Al

109910¥0200104
The introduction and integration of the Blockchain Technology * 10010 A,0101,0:
Blockchain loT (BloT): 11711 '01.:11-1:

Foundation of high-trust computing (distributed trusted information technology)

A New Direction for Solving Internet of Things Security and Trust Issues.

Benefits of BloT:

. . . : _— 0001 103 01
1. Publication/duplication of sensors data in public and distributed ledgers |

10010101410

2. Time stamping by the blockchain infrastructure 10111 xPAT &1
3. Data authentication 070 001 10 X
4. Non repudiation. 1° 161V1 D

D1P11. 411

A blockchain uses a distributed peer-to-peer (P2P) network to keep an unalterable record of
every exchange.

Consequence: no need for trusted, third-party intermediaries in digital transactions.

* well known from Bitcoins, but much more
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f Al 2.0

Combination of Al, 10T, and Blockchain

[ Intelligent Devices (loT) ]
Al 2.0 = [ Intelligent Software (Al) ]
[ Intelligent Network (BC) ]

-

| P bt
K |+ .E.T] + | 0

Intelligent Software Intelligent Devices Intelligent Network

Al 2.0

Ref.: Apress.loT.Al.and.Blockchain.for.NET.www.EBooksWorld.ir
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'/ Development of the Blockchain Technology

main chain

genesis block

orphan blocks

1991
Stuart Haber, W Scott Stornetta
Cryptographically secured
chain of blocks
1994 Surety "AbsoluteProof"

2008/09
Pseudonym Satoshi Nakamoto
Whitepaper

“Bitcoin: A Peer-to-Peer Electronic Cash System”

Blockchain Bitcoin
/ Alan Turing \ :!'997/ £l
Whitfield Diffie bl S L)
. Smart Contracts
Martin Hellman D lised digital 2014
(Diffie-Hellman algorithm) ecentralised digital currency | = Baaaaaas > I
Ralph Merkle (Merkle Trees)
G Ron Rifest
Adi Shamir
Leonard Adleman 2015
(RSA) 2000 Ethereum
David Chaum Stefan Konst )
(eCash, DigiCash, Elixxir 2018) (TU Braunschweig)
\ / Cryptographically secured chains
| | | | | | | |

1980 1990 2000

Scott Stornetta photo

2010 2020

Ref.: Stuart Haber photo: https://mobile.twitter.com/StuartHaber/photo; Nick Szabo photo: https://blockchain.uark.edu/nick-szabo/;

A YNEXT

REBGES

3 o

1982 Cryptographer

David Chaum:

proposed a blockchain-like
protocol in his dissertation
"Computer Systems
Established, Maintained, and
Trusted by Mutually
Suspicious Groups."

; David Chaum photo: KuppingerCole Analysts
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https://timesofmalta.com/articles/view/meet-blockchains-co-inventor.683308

- Merging loT, Al and BC 8 NEX]

B fo dBREes

loT

Network of smart
sensors and actuators

Al

Artificial Intelligence,
Machine Learning,
analysis and decision

Blockchain
Distributed ledger (DLT),
immutable, encrypted,
timestamped data

loT feels, and Al thinks. Blockchain remembers and protects.
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- loT, Al and Blockchain integrated KONEXT

Federation

[—

Blockchain Processing

Blockchain
Distributed Ledger

Transactions Shared Ledger

Consensus Smart Contract

N‘ext Web |
b3 (We ﬂo » Certificate Authority
W|th Blocl<<ch‘a n as,

Al Enabled
Actions

(trusted cente “
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'/ The Internet of Things: Data Flow

(Edge)  Connectivity  IoT Server & Data Store Application
Devices (Cloud)

E ﬂanaging \

\ <( : TLS/SsL Protocols Rules Engine Data
i} Tunnels Push

c:c";_:\: :E 3 \ @ T
B . Rest CZB@

¥ T

LQAE MQTT
® Speicher Data

CoAP Pull
n N

=ﬂ= / Custom \ %

___ [ AN ]
K Blockchain, SQL, NoSQL '&‘

The flow of loT data using the cloud

Figure based on: Al, loT and the Blockchain
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Architecture of Internet of Things - loT /o NEXT
Industrial é b
- \ X
Applications & :}t& T
Manufacturlng Supply chain  £oo4 Industry  Smart grid Health care  |nternet of Vehicles
o
o = Sml BS @ un. (o)
Comrrumcatlon (1) Y sigfox  Macro BS LoRa () & NB-loT (( ‘))
ayer Bluetooth L.
y loT gateway Heweo ((R)) WiFi AP
A
Small BS WiFi AP
i = =
rerepion > % . = G = NO iw o
ayer - 5 5 - m N @
Sensor  Meter c:\:; o r;ce Robot arm QR code Barcode Panel PC Portable PCs Reader pep
Ref.:
Hong-Ning Dai, Zibin Zheng, Yan Zhang, "Blockchain for Internet of Things: A Survey,,,
in IEEE Internet of Things Journal, vol. 6, no. 5, pp. 8076-8094, Oct. 2019, doi: 10.1109/JI10T.2019.2920987
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f Architecture of Blockchain of Things - BCoT /() NEX
Federation
as proposed by Hong-Ning Dai, Zibin Zheng, Yan Zhang, with blockchain-
composite layer as a middleware between loT and industrial applications.
Industrial <
Applications é - & |
Manufacturing ~ SUPPly chain  Eq64 Industry
Blockchain as a service Service sub-layer Siviit corliacts J
Currency issue/ 3 Reward Transaction
distribution mechanism J Incentive sub-layer mechanism J cost (fee) J
Blockchain- e e
composite | ayer PoW ) PoS Consensus sub-layer | DP ]
Propagration Overlay Verification
protocol routingJ Network sub-layer mechanism J
Data Chain Merkle Hash Crypotograhic Digital
block J structure tree J Data sub-layer function J algorithms | signature J
((tH) ©
A Sml BS @ ng- (2)
Communication L Y sigfox Macro BS LoRa (3)) G ne-ior (( ))
layer loT gateway @ Blostoaih () WiFi AP
Small BS WiFi AP
= - = =
Perception B 7% . ‘i = W (0 z /\HD ? =
Iayer o fim S e'llénce Y R Bar code E e Read (((.)))
Sensor  Meter uc?;n:era Robot arm QR code Panel PC Portable PCs ' 2" RFID
Ref.:
Hong-Ning Dai, Zibin Zheng, Yan Zhang, "Blockchain for Internet of Things: A Survey,,,
in IEEE Internet of Things Journal, vol. 6, no. 5, pp. 8076-8094, Oct. 2019, doi: 10.1109/J10T.2019.2920987

Nextsummit 2022 — New Development in the IT Industry, © Helmut Dispert



Federation

NEXT

Size of the Bitcoin blockchain from January 2009 to April 4, 2022

Blockchain Example
(in gigabytes).
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'/ Blockchain Example

7/
/
Hash of block 0 | v

!
f

(e ——————————

= = - |

1 |' [ Timestamp | | Nonce | ‘l
(Y ——

Blockchain \‘ | Merkle Root | ,,l

' | xa] [xeb-{mxa] | .

/

7

Cloud Server

&
A
<
)

< Sy

g
oo E
e e
Aﬂ’afa‘h’aﬁ_
Wireless [ g5 — -
link e Nl —-=
(e ——————— SBS pmmmmmmmm—m————— loT gateway (----__________\I
= (BB
! | | BB | =
— P —— [ —————— e | ] e e e e e e
- Blockchain Blockchain Blockchain
=
Utility meters . .
T Industrial devices O . .
“ g = Sensors Medical devices
Alarm systems partial (hash) of ‘ I
blockchain ‘ partial (hash) of
partial (hash) of blockchain

blockchain

partial (hash) of
blockchain !
partial (hash) of
blockchain
] partial (hash) of
partial (hash) of blockchain
blockchain
Figure based on:
Hong-Ning Dai, Zibin Zheng, Yan Zhang, "Blockchain for Internet of Things: A Survey,,,
in IEEE Internet of Things Journal, vol. 6, no. 5, pp. 8076-8094, Oct. 2019, doi: 10.1109/J10T.2019.2920987
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% MEC-Server (Multi-access edge computing)
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'/ The loT World of Definitions and Akronyms (a selection)

loT Main groups

loT Internet of Things (2G-3G-4G)

lloT Intelligent / Industrial Internet of Things (5G)

lolIT Intelligent Internet of Intelligent Things (6G)

loT 2.0 Intelligence of Things (or simply loT) 5 St
XloT Extended Internet of Things NS
Alot Artificial Intelligence of Things e St
Blot Blockchain loT (other meanings exist) i {Ji
BCoT Blockchain of Things i
CloT Cloudification of the Internet of Things ) H

loT subgroups (examples)
loTS Internet of Things Senses
TloT/TlloT Tactile loT/lloT

o Ve O~ L/ Js ANJ
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'/ Internet of Things Senses (10TS) overview / NEXT

3 REBEES

Sense of Taste
Sense of Touch

Sense of Smell — Sense of Hearing

Sense of Sight Sense of Space

Ref.: Editors: Ovidiu Vermesan, Joél Bacquet, 2020
Internet of Things — The Call of the Edge, Everything Intelligent Everywhere

based on:
Ovidiu Vermesan et al. (incl. George Kornaros), New Waves of loT Technologies Research — Transcending Intelligence and Senses at the Edge to Create Multi Experience Environments
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Example of Calm Technology 8 NEX]

I RABESR

Average monthly smartphone traffic worldwide from 2015 to 2027
(in exabytes - 10%8)

BOO o eeeeee
D50 e
4
3200 L 1 e S
©
>
£
§150 ............................................................................................................................................................................................ 144 N
o
> 111
s
c
§100 ............................................................................................................................................................... e It R O
63
49
D0 oo R TR BN BN ER O ER B
5 21
o5 13 22 39 6 : .
0 — ] I -
2012 2013 2014 2015 2016 2017 2018 2019 2020* 2021* 2022* 2023* 2024* 2025* 2026* 2027*

Description: The forecast illustrates the average monthly smartphone traffic worldwide from 2012 to 2027. By 2027, the average monthly data traffic from smartphone devices worldwide is projected to amount to 281 exabytes. Read more

Note(s): Worldwide; 2015 to 2021; * Forecast. Read more
statista s

Source(s): Ericsson
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[/ The Future ”6 LEA 4 <l

What comes next?
Convergence into Smart City (with 5G and/or,6G)?2

e £

! e
2 enough . Smart World

Maybe Smart\World: /\0 P T ——
o.r&e intelligent ’E'eehnlimlgle= I'-! I
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Ubiquitous Computlng has advance
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Let us go back to the beginning:

Back to Kiel
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Back to Kiel and Schleswig-Holstein

fr—.,vlwr»v - 1 o Kiel: Traditional Maritime City
| i ‘w""-‘i‘i\
o ’,-?MT e
! | b
- o --‘.t,.,‘

Kiel Sailing City (Kiel Week, Olympic Games)

Nextsummit 2022 — New Development in the IT Industry, © Helmut Dispert



'{ Outlook and Collaboration

Universities and Reseach Institutes (selected, limited to the city of Kiel):
— University of Kiel
— Kiel University of Applied Sciences
— GEOMAR Helmbholtz-Centre for Ocean Research Kiel
— Leibniz Institute for Science and Mathematics Education — IPN
— Faculty of Engineering of the Kiel University (CAU)
— University Medical Center Schleswig-Holstein (UKSH)
— ZBW - Leibniz Information Centre for Economics
— Kiel Institute for the World Economy (IfW)
— Max Rubner Institute (Consumer health protection in the nutrition sector)
— Science Center - Wissenschaftszentrum Kiel

Strong background Research, education and knowledge transfer

— Internet and Internet of Things, Data Science Research and Development,
Embedded Systems, Renewable Energies, Wind Engineering, Naval/Maritime Engineering

— Technology Transfer Universities-Industry
— International Cooperations and Exchange Programs
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e Outlook and Collaboration (State of Schleswig-Holstein) KONEXT

WT.SH a& ¥

Business Development and
Technology Transfer Corporation

— Digital economy o Gehlaswia: Helateih

Comprises the areas of information technology (IT), telecommunications (TC), ICT hardware, ICT trade, e-commerce, media-related areas and

Important Business Sectors:

media, with a clear focus on the areas of information technology with software development, media-related areas and e-commerce.

— Renewable energies

Export country for clean green electricity. Around 2,981 wind turbines rotate here on land with a total output of 6,916 megawatts (MW).

— Life sciences

Approximately 110,000 people in about 260 companies in the fields of medicine and medical technology

— Maritime economy

The maritime economy includes research, development and production activities related to the sea. In terms of turnover and employment,
shipbuilding and its suppliers form the core of the industry. With an annual turnover of around 8.5 billion Euros, this sector of the economy has a
12 percent share of Schleswig-Holstein's gross domestic product. 15 educational and research institutions are active in the maritime sector in the
state and more than 2,100 companies employ around 40,000 people.

— Mechanical Engineering
Companies in the mechanical have an above-average export share of around 64 percent. World market leaders:Sauer-Danfoss and Vossloh,
Caterpillar and Jungheinrich benefit, among others.

— Tourism/Hospitality industry
With 1,190 kilometres of coastline and countless beaches on two seas, around 300 lakes, 32,000 kilometres of rivers, Schleswig-Holstein is a true
holiday paradise. Sports: sailing, surfing or rowing, riding or golfing, cycling or hiking. International cultural offers: Kiel Week, Wacken Open Air,

Schleswig-Holstein Music Festival

Ref: https://wtsh.de/en/schleswig-holstein-strong-industries
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“Promote Global Innovation, Cooperation and Sustainability”

Obviously there are plenty of opportunities in
Germany, Schleswig-Holstein, and Kiel.

You are always welcome to visit us!
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“Promote Global Innovation, Cooperation and Sustainability”

Thank you very much for your attention!

Prof. Dr. Helmut Dispert

Kiel University of Applied Sciences

Faculty of Computer Science and Electrical Engineering
Kiel, Germany

E-Mail: helmut.dispert@fh-kiel.de
WWW:

Institutional: http://www.fh-kiel.de/index.php?id=dispert
Private: http://dispert.international-university.eu/
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